BREVET DE TECHNICIEN SUPERIEUR (BTS)

EPREUVE OBLIGATOIRE ORALE
DE LANGUES VIVANTES

LIBELLE DE LA LANGUE VIVANTE :

Communication en langue vivante étrangéere

[ INDUSTRIEL/SCIENCES SANITAIRES ET SOCIALES
(support commun) *

X TERTIAIRES

SPECIALITES : Négociation et digitalisation de la relation client

Niveau de Iangue (le cas échéant) : [1LVA [1LVB

Support annexe a télécharger: [ Audio [ Vidéo

[l Ce support d’épreuve intégre des éléments en couleur. S’il est choisi par
I'évaluateur, il est nécessaire que chaque éleve dispose d’une impression en couleur.

L’usage de calculatrice, dictionnaire, appareil connecté est interdit.
Ce support d’épreuve doit étre rendu a I’examinateur a la fin de I’épreuve

* cf. programme et définition de I'épreuve de langue selon l'arrété du 22 juillet 2008
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1¢ partie : Compte-rendu

HP Enterprise Discloses Hack, Suspects Russian Group

TIME, JANUARY 25, 2024

(BOSTON) — Hewlett Packard Enterprise disclosed Wednesday that suspected
state-backed Russian hackers broke into its cloud-based email system and stole data
from cybersecurity and other employees.

The provider of information technology products and services said in a Securities and
Exchange Commission regulatory filing that it was informed of the intrusion on Jan.
12. It said it believed the hackers were from Cozy Bear, a unit of Russia's SVR
foreign intelligence service.

Microsoft reported last week that it also discovered an intrusion of its corporate
network on Jan. 12. The tech giant said the breach began in late November and also
blamed Cozy Bear. It said the Russian hackers accessed accounts of senior
Microsoft executives as well as cybersecurity and legal employees.

Cozy Bear was behind the SolarWinds breach and focuses stealth intelligence-
gathering on Western governments, IT service providers and think tanks in the U.S.
and Europe.

“‘Based on our investigation, we now believe that the threat actor accessed and
exfiltrated data beginning in May 2023 from a small percentage of HPE mailboxes
belonging to individuals in our cybersecurity, go-to-market, business segments, and
other functions,” HPE said in the filing.

Company spokesman Adam R. Bauer said the compromised email boxes were
running Microsoft software.

Bauer said HPE is unable to say whether the breach of its network was related to the
hack that Microsoft disclosed last week as “we do not have the details of the incident
Microsoft disclosed.”

He did not specify the seniority of the HPE employees whose accounts were
accessed by the hackers. “The total scope of mailboxes and emails accessed
remains under investigation.” HPE said in the filing that it has so far determined that
the hack has had no material impact on its operations or financial health. Both
disclosures come a month after a new U.S. Securities and Exchange Commission
rule took effect that compels publicly traded companies to disclose breaches that
could negatively impact their business.
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https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/

2¢ partie : mise en situation

Introducing
Commvault® Cloud

Powered by Metallic® Al

Meet the cyber resilience platform hybrld enterprise. Commvault Cloud delivers true
cloud cyber resilience while ens recovery. It's the ultimate weapon against
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Enterprise-grade data security. Cloud
simplicity and scale. The industry’s
lowest TCO.

With Commvault Cloud, you no longer have to choose between your budget and your data
security. Protect more, recover faster and spend less.

SITUATION :

You are a sales representative for the Commvault Cloud branch in the UK. You are
meeting Brian Jones, Head of the Cyber Security Department at the headquarters of
MG Motor Ltd, based in the City, London. Mr Jones tells you he intends to increase
the group’s protection systems against industrial espionage.

You try to convince him that the Commvault system is the safest and most
appropriate for MG Motor : cost, high level of security, user-friendly for employees,
etc.
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